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1.0 PURPOSE
To provide an outline of acceptable social media use for people associated with the Northern
Health Region (NHR). The relationship with the NHR can be known, identified or presumed.
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1.2

1.3

Provide managers and employees with information on how to make employment related
decisions with information from social media.

Provide guidance on correct use of information that may have come from social media
sources.

Reduce employee and legal risks that may be associated with the use of social media.

2.0 DEFINITIONS

2.1

2.2

2.3

2.4

Social networking: Generally includes all types of postings and/or interaction on the
internet, including, but not limited to, social networking sites (such as Facebook, Instagram,
MySpace or LinkedIn), blogs and other online journals and diaries, discussion boards, and
chat rooms, microblogs such as Twitter, SnapChat, 3" party sites such as Yelp,
smartphone applications, multimedia hot sites (such as YouTube or Flickr) and similar
media. Social networking activities also include the permission or refusal of posts by others
where a person can control the content of postings.

Blog: Short of “web log” a site that allows a person or group of people to share a running
log of events and personal ideas with online audiences. This includes video formats (vlogs).

NHR Confidential Information: All information contained in any document shown as
“confidential” or with other similar markings.

Protected Health Information: Any individually identifiable information regarding a patient
of the NHR that is collected, received, created, transmitted or maintained in connection with
an individual’s status as a patient. This includes information about member’s/patients
physical or mental health; the receipt of health care or payment for care; admitting or
discharge information; name, address, social security number, medical records number;
information from or about; driver’s license number, financial or credit account numbers;
phone numbers; internet domain addresses; and other personal identifiers or similar
information.

The Northern Health Region does not guarantee the currency or accuracy of any printed policy. Always refer to the electronic Policies and
Procedures for the most current version of this document.
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2.5 Wiki: Allows users to create, edit and link web pages easily; often used to create

3.0

4.0

collaborative, community-driven websites (called “Wikis”) and to populate community
websites.

POLICY STATEMENT(S)

3.1

3.2

3.3

3.4

Minimize the business, legal and personal risks that may arise from a person’s use of social
media, both during work time and non-work time;

Protect the privacy and safety of employees and patients/clients;
Prevent legal risks that may arise;
Outline an employee’s duty to avoid actions that may violate provincial and federal laws or

other NHR policies or that may trigger claims of racism, discrimination, harassment,
retaliation or any other breach of respectful and fair employment practices.

The NHR believes that participation in online communities is a valuable way to share information
and communicate. This policy is not intended to restrict the flow of information that is not
inappropriate or harmful.

PROCEDURE / RESPONSIBILITIES

4.1

4.2

4.3

This policy applies to a person’s activities on social media that may look like they are
speaking on behalf of the NHR or create large risk for the organization.

The NHR recognizes that employees and volunteers use social networking during non-work
time. At times employees may use social networking sites to express displeasure about the
organization, their work experience or about their managers or co-workers. Nothing in this
policy prevents employees from discussing the terms and conditions of their employment,
provided such discussions are not discriminatory, harassing, abusive, or in violation of NHR
policies.

The procedures below apply to all employees and volunteers and are designed to reduce
likelihood that their personal social networking activities will have an adverse effect on
themselves, the NHR, other employees, volunteers, patients or the organization.

43.1 Employees and volunteers should limit participation in social media activities
during work time unless required by their position; Casual social media use during
break times or in a way that is consistent with other general internet use is
acceptable by this policy. Under no circumstances may an individual access
social media on mobile devices while driving for work related reasons or
performing other safety sensitive work functions.

4.3.2 Employees must speak for themselves and not on behalf of the NHR network,
unless authorized to do so as part of their job responsibility.

4.3.3 Under no cases may a person identify as someone associated with or speaking
about NHR

4.3.4 A person may not use the NHR logo’s, trademarks or proprietary graphics that
would create the appearance they are speaking on behalf of the NHR without prior
permission.

435 Employees and volunteers may not use or disclose any patient identifiable

information of any kind, including patient images, on any social media platform or
smartphone application without the express written authorization of the patient.

The Northern Health Region does not guarantee the currency or accuracy of any printed policy. Always refer to the electronic Policies and
Procedures for the most current version of this document.
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4.3.6

4.3.7

4.3.8

4.3.9

4.3.10

43.11

4.3.12

4.3.13

Even if the individual is not identified by name within the information at issue, if
there is a reasonable basis to believe that the person could still be identified from
that information, then its use or disclosure could constitute violation of Personal
Health Information Act (PHIA), Privacy Act, and NHR policies.
Individuals may not disclose any confidential information about NHR, its vendors,
suppliers or patients.
Individuals are responsible for any information or statements they place on public
platforms that damage the organization or the organization’s reputation.
Health Care providers should consider conflict of interest before having online
contact with a patient.
Individual’s will not use social networking, including emails and text messages to
transmit, receive and store information about the NHR, its employees or its
patients that is

¢ llegal, discriminatory, harassing, libelous, or slanderous;

e protected under the Personal Health Information Act or other federal and

provincial laws;

e considered confidential information.
Individuals will not announce NHR news that is not already made public. Only
those authorized to do so will speak on behalf of the organization.
In the case an individual is notified by a blogger, online journalist or other media
representative about the business of the organization (news, operations, policies,
practices, concerns, etc.) they must notify their manager. The manager will notify
the Communications Coordinator to respond.
Conflict in the workplace should be resolved by individuals , refrain from posting
complaints on the internet.
This policy will not limit or interfere with an employee’s rights under Section 2 of
the Canadian Charter of Rights and Freedoms.

4.1 Management Responsibility
Managers may become aware of information considered to be inappropriate or in violation of
this policy from a variety of sources.

When information is brought forward to management and management believe it
violates policy, management will review and determine if Human Resources
intervention is appropriate.

It is not NHR'’s intention to monitor employee conduct outside of work, therefore
managers must consult with Human Resources before taking any disciplinary
actions. Actions can include but not limited to; requesting an employee to remove
content, counseling an employee verbally or in writing.

Managers are cautioned about creating an online relationship with their employees
on personal social networking sites, as they have no idea what he/she will discover.
Managers must consult with Human Resources in regards to approving, denying or
limiting leaves of absences on the basis of information found on personal networking
sites.

4.2 Use of Information in the Hiring Process

Social media background checks should be done by the HR/Recruitment
professional that follow the NHR hiring policies and procedures.

Social media checks on a candidate for hire should be completed once it has been
decided that the individual meets minimum qualifications and will move forward in the
interview process.

All candidates are subjected to the same social media checks, within the same points
of the hiring process.

The Northern Health Region does not guarantee the currency or accuracy of any printed policy. Always refer to the electronic Policies and
Procedures for the most current version of this document.
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¢ Rejection of a candidate because of information discovered on a social media site

must be well documented to ensure that all decisions follow NHR policies.

4.3 Executive/Management/Social Media Commentary
e The usual disclaimer does not by itself release NHR managers and executives from
responsibility when participating in social media environments. Management level
employees must take into account their unique role in the organization and consider
whether their personal thoughts that are published may be misunderstood as an
expression of the organization position. Managers should use exceptional judgment

on social media sites.

¢ Notwithstanding any stipulation of this policy that could suggest a conflict, nothing in
this policy will be interpreted as a limitation or interference with any individual’s rights
to discuss terms and conditions of their employment or other rights under Canada’s

Labour Code.

50 RELATED DOCUMENTS
None
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